WEROC Member Agency Power Outage Template
This template was developed as a resource for water utilities to use in preparing for and in responding to power outages.   It includes lessons learned from recent significant events, best practices, and general operational observations from participating agencies.  The actions in this document to be considered and taken are not all inclusive; each utility should expand and customize this template based on what works best for them. 

Different variables can influence if, how, and when a power outage occurs. Historically the leading causes of power outages in Orange County are due to high/Santa Ana winds and high power demand, which normally occur during the hot summer months.  The likelihood of a power outage happening at any given time combined with the reliance on a dependable source of power for treatment and distribution systems means that water and sewer systems must have adequate back up power for extended outages. Many large water systems have adequate storage facilities and have installed some back-up generators to maintain system pressures during power failure due to lessons learned from recent natural disasters.  It is the smaller systems that generally do not have backup power and are of most concern.  

I.   RISK ASSESSMENT
An agency’s Hazard Mitigation Plan may be helpful in developing this area.  It is also recommended that the water utilities have a certified electrician and/or engineer conduct an assessment of their facilities.
	a. Probability and Vulnerable Critical Infrastructure
	b. Issues and Concerns 
		i. Water Issues
1. Supply (in reserves)/Availability
2. Operational Concerns (e.g. critical sites without back-up power)
ii. Wastewater Issues
	1.  Operational Concerns (e.g. critical sites without back-up power) 
	c. Mitigation Actions
		i.   Facility power needs assessment by certified electrician
ii. Determine Rotating Outage Group Number or Circuit Number for all critical infrastructure (infrastructure may have different Numbers depending on their location)
iii. Equipment needed (e.g. additional generators)
iv. Develop Power Outage SOP
v. Develop Emergency Generator Standby Program
vi. Sign-up for Flex Alerts at www.flexalert.org or for Power Emergency Notification System (PENS) notifications at http://sdge.com/safety/outages/power-emergency-notification-system 
vii. Critical infrastructure prioritization list (e.g. identify well with largest pumping capacity that should be a priority when procuring back-up power)
	1.  Prioritize infrastructure
	2.  Prioritize electrical components related to infrastructure and starting order
		a. Critical Need (e.g. pumps)
		b. Secondary Need (e.g. SCADA components)
c. Noncritical Need (e.g. pump house lights)
viii. Identify generator rental companies to create purchasing agreements with
	1. List of generator suppliers found online at: www.thomasnet.com/southern-california/generator-rental-34446005-1.html 
ix. Contact power provider to request partial or complete rotating outage exemption for your utility’s critical infrastructure.
		A. Southern California Edison – (800) 990-7788
		B. San Diego Gas & Electric – (800) 411-7343
x. Register for the State Petroleum Fuels Set-Aside Program at: http://www.energy.ca.gov/emergencies/setaside.html#application 	
[bookmark: _GoBack]		xi. Identify fuel vendors and create purchasing agreements with each


II.   POWER OUTAGE POLICY
A Power Outage Policy provides staff with set trigger points at which they will take certain actions in order to prepare for the potential of a power outage.  Each agency should review the different power outage scenarios (planned and unplanned) to determine what preparedness actions would make the best sense for them.  Ideally the level of preparedness and actions taken should increase as the threat increases.

a. Activation/Trigger Points
Utilities should identify potential trigger points for when their “Power Outage Policy” would be in effect, and possibly determine different levels of heightened power outage awareness activities.  The potential concepts a water utility may want to consider as their trigger points are: Alert, Warning, Emergency Stage 1, Emergency Stage 2, and Emergency Stage 3.  These are the notification concepts identified by the California Independent System Operator (CAISO) when certain conditions exist that may lead to a power outage.

i. Criteria
When a significant imbalance between the supply and demand for electricity occurs CAISO may issue one of the following notifications:

	CAISO Notifications
*Transitions between these stages can occur much quicker than noted, depending on circumstances.

	Alert
	Operating reserves in the day-ahead market are forecasted at less than 7%.

	Warning
	Operating reserves in the hour-ahead market are forecasted at less than 7%.

	Emergency Stage 1
	Reserves are less than 7% in real time or are unavoidable.  Consumers urged to reduce their use of electricity voluntarily.

	Emergency Stage 2
	Operating reserves are less than 5%.  CAISO can order the power utility to curtail interruptible load (in which customers have agreed to “voluntary interruptions”).  

	Emergency Stage 3
	Operating reserves are less than 1.5%.  Rotating outage plans enacted within 1 hour of notifications to prevent more severe conditions, such as a total system collapse.

	Other Power Outage Events
*Under the following circumstances notifications would not be issued prior to an event.

	Transmission Emergency
	These are typically infrastructure related and occur without warning. Exemption status not applicable under this scenario.

	Under Voltage Load Shedding (UVL) 
	 This concept only applies to SCE customers.  This is a capacity issue during which the system will automatically shut down 4 pre-identified “Blocks” of its service area until the system stabilizes. Exemption status not applicable under this scenario.



ii. Notification
	1. Flex Alert – issued by CAISO, utilizing traditional media, social media, and e-mail
	2. Power Emergency Notification System (PENS) – issued by SDG&E
3. Emergency Digital Information System (EDIS) – issued by California Emergency Management Agency
	4. Internal staff notification – issued by water utility
	5. External notification to coordination partners (Appendix A) – issued by water utility

b. Operational Modifications
The following list of actions is identical for each trigger point.  The list contains possible actions for all 5 stages, and the agency’s plan should list all appropriate actions based on their judgment at each escalation in stage.  Some actions may coincide with only one trigger point, and may not be repeated in each level as indicated here.  Additionally, some actions may only apply to operations in specific areas of the utility’s entire service area.
i. Staffing Modifications
1. Monitor power outage conditions
2. Staff meeting or conference call
	a. Power outage conditions
	b. Safety procedures
c. Changes in operations (e.g. more Operations staff needed for manual operations of critical infrastructure if SCADA is down, pulling water from alternate source, etc.)
d. Current operational concerns (e.g. pump/lift station out of service because of loss of power, ventilation/exhaust system in confined areas/laboratory not working, etc.)
ii. Top off reservoirs and tanks
1. Percentage total capacity
2. Period of time (e.g. average usage versus available supply)
3. Water quality concerns in reservoir
iii. Identify Critical Infrastructure Within Outage Area	
iv. Required Equipment: Tested, pre-positioned, fueled
1. Generators
2. Fuel
3. Staffing
4. Other
v. Emergency interconnections
  
III.   RESPONSE CONSIDERATIONS
a. Activation
i. Utility (This should be an internal policy on activation and staffing during a power outage event within the utility’s service area)
1.  Utility EOC
2.  Utility Liaisons (e.g. a utility staff reporting to a power utility, OA EOC, or WEROC to serve as a technical expert)
ii. WEROC (write up will be provided for this section)
1. Activation Policy
2. Water Incident Command Post Liaison
a. Incident Command Board (a field resource that WEROC can provide to utility staff  reporting to an Incident Command Post)
b. Water
i. Treatment/Distribution Capabilities
ii. Supply
1. Emergency interties
2. Potable water reservoirs and tanks
iii. Loss of Pressure
1. Notification to WEROC and customers
2. Water Quality Notices
3. System recovery – how do you return your system back to normal?
c. Wastewater
		i. Treatment/Distribution Capabilities
ii. Sewage spills 
1.  Notification to WEROC and customers
2. Beach closures-coordination with Orange County Health Care Agency	
d. Operating within the Impact Area
		i. Access
1. Appropriate identification (vehicle, clothing, badges)
2. Coordination and communication with WEROC for law enforcement escort
3. Delivering/having fuels delivered to remote sites 
		ii. Training
1. Power Outage/Electrical Safety 
2. Generator safety
3.  Manual operations of access control systems (drive-through or pedestrian gates)
		iii. Utility policy on staff operating within the impacted area
		iv. Required personal protective equipment
		v. Work with cities to develop list of intersections with back-up power
	e. Critical Facilities
This section should be a comprehensive, prioritized list of critical facilities in your utility’s service area.  Each facility should include a quick analysis of how a loss of the facility can impact operations and alternate operational plans.  For example, “Loss of wastewater lift station power will result in sewage backflow in the 900 block of Regency Park in 3 hours.”
	i. Communications/Telemetry (map)
	ii. Backup Power (map) 
iii. Pressure (map)
	iv. Facilities with 24 hour staffing (map)
	f. Generator Planning
		i. Staging locations (map)
		ii. Available Equipment
		iii. Map which Groups/Circuits your critical facilities are found in
		iv. Determine how many generators you need and minimum power needs for each site
		v. Pair in-house generators with most critical facilities
		vi. Regulations related to generator operations (AQMD, local noise ordinances, etc.)
		vii. Refueling plan
1. Indicate availability of fuel stations at facilities for mutual aid
2. Determine fuel burn rate for each generator site
3. Consider regulatory issues (e.g. fuel container size, hazmat licensing, etc.)
	g. Communications and Automated Systems
		i. Know what lines use wired phones that don’t rely on power to operate
		ii. Check radio batteries (WEROC and utility)
		iii. If phone lines are busy, use text option
		iv. Automated Control Systems
1. Back-up Power
2. Extra batteries or supplies
3. Procedure for operations if automated systems are down
4. Identify systems dependent on outside companies that may be susceptible to outages
h. Resource Requests
i. WEROC
1. List all specific details (e.g. hook-up method, fuel type, etc.) 
2. Clearly describe purpose/objective
3. Timeframe for delivery
ii. USACE Emergency Power Facility Assessment Tool (United States Army Corps of Engineers)
https://epfat.swf.usace.army.mil/Welcome/aspx 
	
APPENDIX A – CONTACT LIST
This is meant to be a comprehensive list; the contacts required will depend on each utility.
a. Utility Contacts
	i. General Manager
	ii. Emergency Managers
	iii. Public Information Officer
b. Power Utility Contacts
	i. SCE Outage Report Hotline – (800) 611-1911
	ii. SDG&E Outage Report Hotline – (800) 611-7343
c. City Contacts
	i. City Manager
	ii. Emergency Manager
	iii. Public Information Officer
d. Law Enforcement Contacts
	i. Duty Officers
	ii. Public Information Officer
e. Fire Department Contacts
	i. Shift Captains
f. WEROC Contacts
	i. On-Call Information
	ii. Emergency Operations Centers
g. Operational Area Contacts
	i. On-Call Information
	ii. Emergency Operations Center – WEROC Liaison
h. California Department of Public Health
	i. On-Call Information
	ii. Orange County Office
i. Orange County Health Care Agency
	i.  On-Call information
	ii. Emergency Operations Center

APPENDIX B – MAPS
Some of these items may be displayed on the same map.  This is simply a list of identified concepts that should be mapped.  The maps should be very simple, no more than what can fit into a 2-inch binder, color coded, and broken down by service areas/zones.
	a. Potable water reservoirs/tanks
	b. Water pressure zones
		i. Isolated areas in high-risk areas
	c. Critical Infrastructure that needs back-up power
		i. Communications/Telemetry
		ii. Pressure
		iii. Facilities with 24-hour staffing
	d. Equipment staging locations
	e. Fuel supplies – Diesel, Gasoline, Compressed Natural Gas, etc.
	f. SCE & SDG&E Boundary Maps
g. Circuit Number (SDG&E) or Rotating Outage Group Number (SCE) Maps, with locations of critical infrastructure noted
	h. SCE Under Voltage Load Shedding (UVLS) Maps
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